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1- INTRODUCTION

Nowadays, as a result of advancements in technology, criminals use
a broad range of sophisticated fraudulent activities to gain remarkable
financial profits. Therefore, the detection and identification of these
activities are becoming a complex problem. One of the fraudulent activities
that experienced significant developments during recent years is money

laundering. Money laundering is the process of making cash that is earned
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from illicit activities appear to be earned from legal activities. Since money
laundering has several negative effects on the economy than, anti-money
laundering activities could seriously bolster the situation of economic and
encourage legitimate investment opportunities. As traditional approaches for
anti-money laundering activities need enormous person-hour work, these
approaches need to be supported by automated tools. Machine learning and
data mining techniques could be efficiently and appropriately used for the
detection of money laundering. This research aims to investigate the
effectiveness of these tools in detecting money laundering activities by

applying data mining methods, Benford's law, and GANs algorithm.

2- THEORETICAL FRAMEWORK

Money laundering is a process of disguising the origin and
ownership of illegal proceeds by integration them into the legitimate
financial system. It involves three stages: placement, layering, and
integration. The placement stage involves the introduction of illegal
proceeds into the financial system, while the layering stage involves
creating multiple transactions to conceal the origin of the funds. The
integration stage involves using the laundered funds for legitimate purposes.
Data mining methods, Benford's law, and GANs algorithm have been
proposed as effective techniques for detecting money laundering activities

in each of these stages.

3- METHODOLOGY
The methodology used in this study was CRISP-DM, and the
statistical population was banking transactions. First, the system and the
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database were identified. Then, in the data preparation stage, the data
required for the implementation of the algorithms were selected, the
required new variables were added and the redundant variables were
removed, the missing data and the frequency distribution of the data were
examined, and the initial visualization of the data set was done. Next, in the
modelling phase, two approaches were used to discover suspected money
laundering cases that require further investigation by bank inspectors and
audits.

In the first approach, according to the conventional methods in
outlier data discovery, bank transactions were first clustered, and then
clusters that contained a small percentage of data, along with examples of
dense clusters that seemed unusual compared to other examples of their
cluster, were introduced as outlier transactions that may be suspected of
money laundering and need further investigation by banking experts. K-
means clustering algorithm was used for data clustering, and the number of
clusters was identified using the elbow method. Also, Silhote's score was
applied to measure the reliability of the clustering.

In the second approach, by using Benford's law and GANSs
algorithm, accounts that may have fake numbers in their transaction were
investigated. To do this, a data set that is suitable for the problem conditions
was simulated. A data set containing the transaction of 50,000 bank
accounts was simulated, half of which did not have fake numbers in the
transaction and the other half had fake numbers. Then, using an artificial
neural network, the model was trained to distinguish natural data from fake
data. After that, using GANSs algorithm, synthetic data for fake numbers
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were created to detect suspicious cases in which an attempt was made to

hide the fake numbers.

4- RESULTS & DISCUSSION

The results of the study showed that data mining methods, Benford's
law, and GANs algorithm were effective in detecting money laundering
activities in financial transactions. The first approach that uses clustering
and anomaly detection had an accuracy of about 93%, while the second
approach that uses Benford's law and GANSs algorithm had an accuracy of
about 60%.

5- CONCLUSIONS & SUGGESTIONS

This paper presented a significant contribution to the field of money
laundering detection by using data mining techniques, Benford's law and
GAN:Ss algorithm. The study demonstrated the potential of these techniques
to detect money laundering activities, and it could be beneficial for financial
institutions to utilize these techniques to prevent financial crimes. However,
the study has some limitations, such as the small sample size of transactions
from one bank branch. Future research could replicate the study with larger
database from multiple banking institutions. Additionally, future research
could also explore the apply of other advanced data mining algorithms to

improve the accuracy of detecting suspicious transactions.

Keywords: Money Laundering, Data mining, K-means algorithm,
GAN:Ss algorithm, Benford’s law.
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